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How to Reset Multi-Factor Authentication

If a user needs their Multi-Factor Authentication (MFA) reset
(i.e., has a new cellphone):

1. Send an email to dmhpasrr@umassmed.edu requesting that a ticket be opened to reset
your MFA and explain the reason (e.g., new phone).

Provide your name, email address, and portal username.
Please note that your password will automatically be reset as well.

2. Download the Microsoft Authenticator app to your new phone through your app store.

3. Once UMass Chan IT resets the MFA and password, you will receive the new temporary
password via secure email and can begin the login process:
o Go to https://www.masspasrr.org
o Enter your username (masspasrr.org email that was provided to you)
o Enter the new temporary password you received.

4. You will see the following screen. Since you have already downloaded the app, please
click on “Next”
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5. Click “Next" again.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsaoft Authenticator

Set up your account
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If prompted., allow notifications. Then add an account, and select "Work or school”.
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6. Open the Microsoft Authenticator application on your phone, click on the “+” symbol, and

select “Work or School account.”
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7. Select “Scan QR code,” and using your phone’s camera, scan the code from the
browser. Click “Next”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account,

After you scan the QR code, choose "Next”.
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8. Enter the 2-digit number on your phone. Click “Next”, “Next”, and “Done”.

Keep your account secure Keep your account secure
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

=)
Microsoft Authenticator
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9. The “Data Access Agreement” will be displayed. Review it and click “I Accept.” Then

click “Confirm.”

Data Access Agreement
Non-ForHealth Consulting at UMass Chan Medical School Users
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If you do not want to download the app to your cell phone:

1. Click on “l want to set up a different method.”

Keep your account secure

Your organization recquires you to st ugp the following methads of proving whe you ae,
Microsoft Authenticator

0 Start by getting the app
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2. Select “Phone” from the drop-down menu. Click “Confirm.”

Choose a different method x

Which method would you like to use?

o |

Phone

IMPORTANT: If selecting this option, you will need to have access to this phone
number each time you log in to the PASRR Portal. It must be a direct line.

3. Enter your phone number and select how you would like to authenticate, through text
message or through a phone call, each time you access the PASRR Portal.

A. Select “Text me a code” if you would like to authenticate via text each time you
access the PASRR Portal. Click “Next”.

Keep your account secure
Your organization requires you to set up the following methods of proving who you are.
Kee our account secure
Phone Py

Your organization requires you to set up the following methods of proving who you are.

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

Phone

‘Umted States (+1) v [ 717-555-1212]

We just sent a 6 digit code to +17179407256. Enter the code below.

Enter code
O callme
Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy Resend code
and cookies statement. —
‘ Back ‘

L want to set up a different method

Lwant to set up a different method

How to Reset Multi-Factor Authentication | January 2025



fWHealthTM at UMass Chan

Medical School

B. Select “Call me” if you would like to authenticate via phone call each time you
access the PASRR Portal. Click “Next”.

Keep your account secure

Your erganization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone

What phone number would you like to use?

) |ummd States (+1) v |— (

() Text me a code

ssage and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

Lwant to set up a different method

Answer the phone call and press the “#” key. The screen below will be displayed. Click
“Next.”

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

o Call answered. Your phone was registered successfully.

A success message will be displayed. Click “Done.”

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

% Phone
L]

As in Step 9 above, the “Data Access Agreement” will be displayed. Review it and click on I
Accept.” Then click “Confirm.”
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